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Shhpeakers.. :)
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FY & grugg

Two lingual experts well known for their skillful tongues, the grugqg
and fyodor have spent 6 months actively monitoring dozens of
russian web forums to uncover the secrets of the russian hacker
culture. This talk focuses on new threats and trends which are
discussed in the open on these sites,but are generally inaccessible
to the larger security community due to the language barrier.
Ladies! Ask about our private demonstrations! :D
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Qutline

® HaxOr Revolution Intro

® |ntelligence: Digging in a pile of trash
® Personalities, Lingo, Monetization

® Technology behind: Tools of trade

® Future Plans
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HaxOr Revolution




HaxOr Revolution

® [00% money-driven

® Prerequisites:
® |mbalance of Economic system
® Globalization of payment systems
® Accessibility

® |aws, Languages, Cold War, ...
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Revolutionist targets

® Average PC users (your mom and dad)

® Rarely - corporations
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You being Own3d

® Exploiting vulnerabilities in Client software
(mostly browsers, browser’s add-ons,
browser’s plugins, ..)

® Social engineering (computer users are
dumb) ->“fake av software”, .pdf.exe things

and other old tricks
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Peeking behind the
scene

® | ooking at the market
® |tems and patterns of trade
® Personalities

® Quantified analysis
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Digging in a pile of trash




Forums

—
>
o

MHCTPYKUMA O TOM, Kak 6e3 npobnem cOpyTuTs geauk ans cebs
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Need for Automation

® Massive amounts of content

® Over |0 top level domains

Multiple sub forums
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Manually

® Natural language
® Joo complicated for automated processing
® Misspellings, multiple spellings

® Unformatted postings
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Amusing
Discoveries




Personalities







Geeks, not Gangsters
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Extremely
Nonprofessional
Criminals




dvw.pattayadailynews cam
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Lingo
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What does this say?

Re: Racing Money CO®T 32$% ¢ npogaxm

PaboraeM gasHO, 3HaeM PbIHOK M BCE NOTPEOHOCTH ;)
afgeksaTHble TPadOoroksl v NOAY C NOaAaMu - BCEraa BENKOM.
Kcratv MUHMManok HeHano Habupato ANs nanMedTa, gaxe ¢ 1 npogon BCE AOMOW NpuedeT no 3anpocy ;)

MHTepecyer aganTt/bna Tpad.
MM ONLY!!!
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Can Google help!?

Re: Racing Money SOFT 32 § from the sale

We work long, know the market and the needs of all;)
adequate trafogony and people with loadami - always Wellcome.
Way minimalok inappropriately recruit for peymenta, even with 1 Sell all come home on request;)

Interested in adult / biz cores.
PM ONLY!!!

Acdress: Siberia

Posts: 175

Thanks: 18

Thanked 23 Times in 19 Posts
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Good luck with that.




Just FY]

Re: Racing Money CO®T 323% ¢ npogaxn

PaboTtaem gasHo, 3HaeM PbIHOK W BCE nNOoTpebHoCcTyH ;)
afexksaTHble TPpadoroksl v NOAM C NOagaMn - BCEraa BeNKOM,
Kcratv MUHMManok HeHano Habuparto ANns nanMedTa, gaxe ¢ 1 npogon BCE AOMOWM NpueaseT no 3anpocy ;)

MHTepecyer aganTt/ona rpad.
MM ONLY!!!
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Hacker Slang

® Fenya - Russian prison slang
® Anglonims - English loan words
® Rhyming slang - Sounds like the English word

® Direct translation
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Scams & Schemes




Wheres money!?

® Extortion

® Job recruitment (Partnerkas, Drops, SMS
regs, ..)

® Services

e Goods
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Extortion

® Malware that demands payment

® Fake windows “warning”
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Extortion

OC Windows 3abnokupoBaHal

Bbl Mcnone3yeTe HeMMUEH3WoHHOe MporpamMvHoe obecredeHe!
Ana Toro, 4tobbl MPoACTKMTE MCNoe30BaHke OC Windows, Bam Heobxoammo nonyyiTte nv

Ternepb 37O cAenaTh O4YeHb MPOCTO, AOCTATOYHO CNeA0BaTh CNeavHOLLIMM MHCTRYKLIMAM:

1. Bam Heobxoammo oTnpasmite SMS-cooblueHme
2. B otBeT Bbl monyumMte cooblieHme ¢ KOAOM aKTMBaLMA
3. BeeamTte nonyyeHHEIM Koa, ANa akTkeau OC Windows
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Partnerka
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Partnerka

® Credit card payment gateways
® Visa / Mastercard regulation compliant
® PCl compliant

® Partnerships with webmasters and other
scum

® Percentage payouts for purchases
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) BakaSoftware - Mozilla Firefox

Qain Mpaexa Baa Mypsan Jacnaaxy Umcrpysentd Cnpaesa

A ’ Y L ) ] ) - _— - ”~ - -~ -~ f
o I ’ ?'J Q b Retp: iibalasoftvare. comfmambersirstvanictats kst htrl7StartDateMonthe 062t artDateDay= 2385 artDateYe P

baka

CTATUCTUKA

ExxeHesHan craricivka:

[ece =

Monywsto

[NoKazara (BoAHaNA CTarACIvKa:

Cymma, USD

Mpoayxr m Loader |Ceranni Moxkyr- Moxym Bosspatm | Pechbepann
Bee moaveTt 508 506 7 : 168 359,13 36.34 0.00

Bee

-

oTOoRO
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Partnerka Payouts
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SMS scams :)

.program SMS_Trojan;
:begin
:drawText('Hello world!", 0, 0);

éreaai"ut;
:delay(2000);

|‘ not SmsStartSend('sms://+5550000°, 'Hello!") then Halt;
§'.-.'r~i|e SmslsSending do // wait for the message to be sent
Delay(100);

|‘ not SmsWasSuccessfull then Halt;
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Cash Out
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cCva

o

No

Yl

es
Yes ‘ No
Fake CC

w

Purchase Goods

l

cash Out




[b12.02.2010, 20:03

Jest nerazvodnije dropi pocti pod liuboj staff v LT,NL,IRL.
Rabotajem 50/50

S pUers Uz /4/&?;;;. USA NY Brooklyn 11235 Dmitry Pechenskiy
“ s USA NY Ozone Park 11417 Alli Allen
Hol066¢ ' USA CA La Mesa 91942 Andrey Melnikov
USA AZ Phoenix 85016 Anthony Zajicek
USA NY Brooklyn 11235 Dmitry Pechenskiy

USA AZ Youngtown 85363 IVIS O. DUARTE
USA NY Longislandsity 11106 Johanna Gorlov
USA CA West Hills 91304 Emilia Flore

USA CA San Diego 92122 Megan Simmons
USA NY Bronx 10460 Thierno Habib

f%d > STORE -> DROP (share) -> ¥

Thursday, July 1, 2010



Virtual Currencies

® Online payment systems for service
transactions

® Web Money
® Yandex Money

® eGold [dead]
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Conversion Gateway

TP -\ ] 1 ]I ] :
" '_ " ‘ __,)/ l N ’1‘1 N '1“ l v\ < | T " ,/J \{ ' '
A TTDIA | o)
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Vo P AHNA
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Web Money offices

lNpara
Wi y 8 bpakcke Bpsanck
WebMoney Club Open
WmPerm.RU MNepmb
wmTrader.BIZ OMCK
WMCashing Cankr-lNerepbypr Poccus
WebMoney uentp 8 Benukobpuranum HopTxaMnTow Benuxkobpurarms
oWMT.ru - [ eHepansHeit aunep Webmoney OMCK R
Transfel
Webmoney.kqg Buwxek Kbiproiacras

Buc WebMoney B r. Tyna l'yna Poccus

focksa Poccus

Pvra JNarsuna
Webmoney Israe Xapepa Aapannsb
WebMoney Exchange Point, Pattaya, Thailand lNaTansa larnava
OuuancoBbii uenwTp erMoney.com Bepnvn lepMarng
PocroBckuit oOMeHHsid NnyHkT Webmoney Pocros-na-flowy Poccus

\ )

Webmoney24 Cankr-lNerepbypr Poccus

O6MEHHBIN NYHKT )ney 8 Ekarepunbypre Exarepunbypr Poccus

ane Buwxek Kblpreiacra
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Goods
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Skype

caenalo Ha 3akad <« SKYPE » akkayHTbl
18 va cuery. 55 10 OAKCOB === 4 BM3
ans npunsus e CTYHUTE 205870 BOZMOXEH W APYrov NUMAT

" 11poAam roToBble SKype akKayHTbl. B HaiMYMv 1 NoL 3aKas.

Skype OUT:
Koadduuymenr 1 Kk 2.5 (3a Baw Oguu gonnap, Ha cyére [sa ¢ MNonosuHoM)

Skype IN
Jliobblie apea koabl. 9% 3a roa.

3B0HKK 6e3 orpannyeHnin(Brnrovan Becrwo Poccurw)* - 25%
MoapoGHocTy 8 cq

Pernctpupyio ans Bac NMYHO, HUKTO 3TUMKM aKKaMu paHblUe He Nosib30BasICs.
Ons cebs 3aHMMalOCh 3TUM HE O[IMH rof, NIOK BCTPEYaeTCs KPpanHe peaxo.
KoucynbTupyio 6ecnnarHo.

Onnara:

Ons nogen ¢ xopowen penon Ha Kpynkbix xak dopymax(Hy>XHO noaTsepxiaexsmne), nepegarn mMs\naponb
NepPBbIM.

OcransHble, nnbo rapaut, nmbo npegonnara.
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i lTunes cards
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Loaders, ExploitKits, ...

XapaKrepucruKkm:

MNpoGus Ha Iframe-mix Tpadpuke: 15-20%
MNpoGue Ha obbiuHoM US Tpaduke: 10-20%
MNpo6us Ha xopowem US Tpaduke: ot 15%
MNpo6ue Ha cpegHem ES: ot 8%

MNpoGus Ha Gupxesom Tpadpuke(ruclicks.com:sech Tpadmk): 11-12%

Mpo6us Ha Mukc-Tpadpuke(npeiMylLecTBeHHbI US), wegwemM B HECKONLKO pyk: 9-10%

MNpo6Gue Ha xpeHoBoM Tpaduke ¢ worldtraff(Full mix): 3-6%

OrcTyk Ha noagepe 2k8 Loader: 80%. Ha sawem copre OTCTYK MOXET ObiTh Kak 60onblue, Tak U MeHblue.

Ha Gopty Gonee 15 akCniouTos:

Util. printf, Collab.collectEmaillnfo, Collab.getlcon, MS09-002, DirectShow(MPEG2), MDAC,Adodb, XML Parsing, Sp
TN3270, compareTo, JNObject

+Other: skniouaeT B cefa HECKONILKO 3KCIJIOUTOB.

U B Gnuxailluee Bpems Kon-so GyAeT yBeNu4eHo.

Cesiaka nogaepXuBaeT MOAYNU U NNarvHbl.

WM3HauankHO Ana Bac AOCTYNHO HECKONbKO MHTErpMpPOBaHHLIX MOAYNei U nnarMHoB, B GyaylowemM GyayT nNMcaThea OTaeS
NONbL30BATENU CMOMYT YCTaHaBAUBaTh cefe No XesaHuio.

Ectb BO3MOXHOCTL GaHuTh: IP saweguwero; 3aweawero no Cookies; IP npobutoro; MNMpo6utoro no Cookies;

Cesnaka npobusaer kak XP, Tak u Vista, Hy u ectecTBeHHO npobusaeT gpyrue Win-cucreml.

JxcnnouTsl paboTaloT 4OCTAaTOMHO TUMXO, Gpay3epbl He "nonaiTcs".

Bce akCniouThl reHepUpYIOTCS U KPUNTYIOTCA "Ha NeTy" B BalleM pacnopsbkeHuu 3 anroputMa WupposaHus OCHOBHOWM E
UCNOMNbL30BaTh.

Ecnu oguH cnanuncs, Bbl NEPEKIoNaeTeCch Ha APYroM, Takum o6pa3oM CBA3KA BCErga OCTAETCH YUCTOW U Bbl HE TEPSAET!
OtpensHoe wupposaHue PDF-Bbigaun.
OrpensHoe wupposartue noarpysku PDF-daitna.
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Passports
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Equipment




[websites go here]




ldentity Services




Complete Package

[Ton cpencTBa MrOOON 3arpsi3BHEHHOCTH !

B xommiekT BXOQUT:

1 .bankoBckuit akk(online gocTym)

2.ATM kapra(/IaeBHont mumut Ha cHgaTre cpefacTB 1000$/6000$ B MECSILI-Bo3MokHO yBenmueHne
anmuTa +30$-)

3.Kapra kojoB (a5t online foctymna)

4 Konug nacnopra gpona

5.Sim-ka
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How long does it take
to find a usable CC?




5 seconds




first link...

1:50:Wesley Maxwell::756 Post Drive::Whiteman AFB:Missouri:65305:United States:Wesley Maxwell:547169110(
2:34:Andrew Martin::840 21st Ave North::south saint paul:Minnesota:55075-1314:United States:Andrew Martin:4(
0:56:Eric Wentorf::3510 Haven Ave::Racine:Wisconsin:53405:United States:Eric Wentorf:4356874055603252:03(
8:19:Luz Owens::521 Southbridge Creek Drive::Jacksonville:Florida:32259:United States:Luz Owens:549099329
6:59:Luz Owens::521 Southbridge Creek Drive::Jacksonville:Florida:32259:United States:Luz Owens:549099329
0:31:Allan Gonzalez Muniz::420 Declaration Ave::Billings:Montana:59105:United States:Allan Gonzalez Muniz:44

3:46:Jamie Kozak::w3804 Hemlock Drive:54555:Phillips:Wisconsin:54555:United States:Jamie Kozak:601100611
2:55:Leslie Oster , 111::2604 N. E. 1st Ave.::Ocala:Florida:34470:United States:Leslie Oster , 111:511122000201678
2:34:Ronald Gieseke:Arachnid, Inc..6212 Material Ave.::Love's Park:lllinois:61132:United States:Ronald Gieseke
0:57:Travis Jones::250 Meadow Lane::Secaucus:New Jersey:07094:United States:Travis Jones:4482150141619:
5:50:Allan Papworth::3570 Corey Rd::Malabar:Florida:32950:United States:Allan Papworth:5466160047269145:0
2:48:Grigoriy Ter-Oganov:E.T.G.:100 Morain st. #302::Kennewick:Washington:99336:United States:Grigoriy
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and washing service..

OMOWKaA AJ1A rPA3HU

DpurnHansHbin ToNUK Ha hopyme
AsTop: Hunter410

pPUMY KOpM rpA3b YCNOBUA, UeHbl, U gon uHpo B - 576H0NbL HONL7403

Kynnto rpa3bin, cepbi AL. MNoka go 120 1.p...
6epy 40%. T.€. 32 100 rpA3un, nony4yute 60 YUCTbIMK.

Onnara: Ansthon, Tenebankom, nubo 4yucteim A0-om
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Traffic Generation

o e e

|'I':HLULIE UEHBI | EbIETFbIU ﬂDTDl' SRRy DTETHF

eBest Prices
eFast Stream
eBest “Conversion’/Infection Ratio
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Infection: rates and nums

Becero Tpathuka: 1762

Bcero sarpysok: 333

MpoueHT npobuea: 18.9%

# Mukc\ainppeiim, npeoGnaaatoume TR 1 US, kauecTBO U NnpoucxoxaeHue tpada MHe Hev
Bcero Tpathuka: 9408

Bcero sarpysok: 1688

MpoueHT npobusa: 17.94%

# Mukc\aiibpeiim, npeobnaaaowme TR, BR, DE, RU, Tpatdhmk cpeaHero KauecTea + O4eHb
Bcero Tpathuka: 871
Bcero sarpysok: 135

MpoueHT npobuea: 15.5%

# Mukc\aiichpeiim, cTpansl CHIM, cam no ce6e Tpaduk cpeaHero KavyecTsa, Ha CKONbKO CBA
Bcero Tpathuka: 2588

Bcero sarpysok: 484

MpoueHT npobuea: 18.7%

# Mukc\aiichpeiim, npeobnanaiowme US, RU, kauecTeo Tpaga HopM ... #

Becero Tpathuka: 2087

Bcero sarpysok: 441

MpoueHT npobuea: 21.13%

# Mukc\aitppeiM, npakTuyecku seck Tpadpuk US 1 TR, KkayecTeo Tpauka HOpM ... #
Bcero Tpathuka: 2341

Bcero sarpysok: 758

MpoueHT npobuea: 32.37%

# United States, uucTulid, ceo. #

Bcero Tpathuka: 4352

Bcero sarpysok: 615

MpoueHT npobusa: 14.13%

# aiicppeim Tpagdmk ¢ 95% BR. #

Bcero Tpachuka: 3350

Bcero sarpysok: 654

MpoueHT npobusa: 19.52%

A M ke M i e dss s M TR A
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how much to take down
twitter!




/1, DDoS Service 911

Haw DDoOS cepsuc - nyywee CpeacTso 0T HagOoeAIMBbIX KOHKYPEHTOB, KOTOPbIe MewaloT Bam paboTaTts.
[naBHOE OTNMYME HaAWeEero CepBuca - Mbl PabOTaEM HE3ABHCHMO OT TEMATHKKN aTaKyeMoro canra)

Cpoynas nomoup B pewenun Bawux npobnem - B C€THM NPaKTUHECKWN KPYr/10CYyTOYHO!

Hawwn ueHbl caMble AOCTYNHbIE Ha pbiHKe gaoca. Cpeguss ueda cocrasnaeT 80% 8 CyTkM. KOHeYyHas ueHa MOXeT
konebartbcs Kak 8 60NbWYIO, TAK U B MEHbLUYIO CTOPOHY. ONTOBbLIM 3aKa34uKaM MHANBMAYANbHbIE YCNOBUA!

Avg. US$80 per diem
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Question




why was twitter down!




cuxumu




Technology:
Tools of Trade

Overview & demos




Intelligence Gathering

® Automated and manual analysis of publicly
available data
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Tools of trade

® Mostly open-source.With custom
extensions
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Tools: Nutch

® Content Fetcher; extended with custom
Indexers

® Changes to Spider behavior (“proper”
robots.txt handling etc)

® Custom “Seeders’”

® Distributed Indexing (w/ hadoop)
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Tools: RSS feeds “eater”

® A bunch of python scripts thrown together
to fetch rss feeds
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Google App Engine

® Public Interface with transforms, dictionaries
and other misc. Stuff.




Tools: SOLR

® Customized Data indexing and search
® Custom schema and search fields
® |SON output used

® |anguage “projection” (lingo/slang support)
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Tools:Web Ul/Maltego

® VWeb UI: easier

® Visualization: Maltego Custom Transforms




Overall picturesque

Nutche
DATA i nutches 1
ly 1, 2010




Maltego

g‘ New CGraph

Mining View Centrality View Edge Weighted View

npJTorum xaknelru/arce

nitp JAorum.xakne

hitp JAwww hackzone.rufforum/o nid/1518/mpage/2/:.+Brut F.*["‘ﬂ l.rut+t

e r harkrnns r no Ulo namo/CarafimbieRent tnail r hr
hitp:’www_hackzone.ru/membiview/name/Serafim/;+Brutik+[mail.ru+br
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Lets look at some
%NQ %H




Future Plans




Future Integration

® Maltego and other viz. tools

® Online Engine Availability

® Scale more, dig more ;-)

® Feed“eaters’ (BBSes hear me?;))

® MultiLang: Spanish/Italian/Portuguese
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Availability

® http://www.o0o.nu/projects/intelligence-
collection - tools, slides, howto’s etc

® http://383rat.appspot.com - transforms on
GAE, indexes, dictionaries etc
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Feedback

And Questions

(fygrave@o0o0.nu
or

grugq@research.coseinc.com)
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